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illegal,

5 . inappropriate or
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safe in education
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Contact:
Being subjected to
harmful online
interaction with

September 2019 other users

Conduct:
Personal online
behaviour that
increases the
likelihood of harm

Biggest computer game in the
world right now is....

250 million+ downloads

f at is it...? )

Fortnite is an online shooter
that starts with 100 players and
leaves one winner standing.
Battle Royale sees 100 players
parachute onto an island, and
the last player alive wins. Each
game lasts about 20 minutes

It has a PEGI z Fortnite
rating of 12, for ;Ezi‘s; g:g;.;,::ﬁrmnzg:nulsa r.l,, a Luxembourg Société &
‘frequent scenes You anel your friénds wilIeal & §6Up GF Heroes to redalin and
of mild violence’

rebuild a homeland that has been left empty by a mysterious
darkness only known as “the Storm". Band together online to
build extravagant.

The game is violent — it is a battle to the death,

after all — but the violence is rather cartoon-like
- it isn't bloody or particularly gory

[Ereaamm R
News

e National Crime Agency...

Fortnite game craze is putting children
atrisk from online pacdophiles, NCA

aLiak ...has warned Fortnite is putting
=€ K children at risk from online
paedophiles due to the chat facility.

Although the game itself seems pretty
harmless, players can talk and type
whatever they want to each other, and

bad language is rampant.

March 2018, a mother from Merseyside
told how she intervened when her
12-year-old son was offered £50 to

perform “sex acts” while playing the
game by a man grooming him online.
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f Advice for parents on Fortnite... 3

Monitor who your
child is talking to -
check the
communication
settings

Be aware that
there is mild
violence - PEGI
rating of 12

Set up passwords on
bank cards - lots of Set up time limits
game purchase on how long they
options spend playing...

Children hooked on
addictive video games like
Fortnite will be able to
seek treatment on the
NHS, after video gaming is
classified as a medical
disorder by the World

the latest

Health Organisation (WHO).

The move comes amid
increasing evidence of
young players suffering
psychological distress and
family breakdown as a
result of their addiction.

July 2019...Maybe |
some bad news for
parents...

Fortnite: UK player finishes second in
e-sports World Cup

15 year old from
London won nearly a
million pounds after

coming second
alongside his
teammate in the
Fortnite World Cup
finals

AREN

For PlayStation® 4, Xbox One, and
Originon PC

Gaming Buzzwords ...

Respawn

When a character
reappears after being killed

Q1337

Represents letters LEET
Which means ‘Elite’ level

(ANoob (QAPWN

Newbie to the game To ‘own’ someone in a
(insult) n0Ob / Noobie | game, or render them
/ Newb helpless

Above are some of the most commonly used
phrases by avid gamers
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14% had spent their own money on gambling
seven days prior to completing the survey

In the past week, had 6% had gambled online

using a parent account

on average spent
£16 on gambling

Source: Gambling Commission Date: 21 November 2018



Don't let fraud ruin your fun - Action Fraud warns against fraudsters targeting online gamers.

Fraudsters targeting online gamers -
Young people believe they might get
free V-Bucks or Battle Passes

2R el g
: l ‘mm |~ Y
Ui | PREEV-BUCKS
*FREE* .20 |f| /3
BATTLE PASS. * ’
TIERS o

+ Action Fraud is warning parents and online gamers of the risk of fraud involving Steam
Cards and Fortnite.

« Between 1 April 2017 and 31 March 2018, Action Fraud received 35 reports of Fortnite related fraud,
with a total loss off £5,119 - an average of £146 per victim.

+ In the same period, Action Fraud received 37 reports of Steam Card fraud, with a total loss
of £44,455.98 - an average of £123.88 per victim.,

L‘.’J@ @ 21% 3-4s have their own tablet

‘ )
neration Internet
Tik Tok
TikTok is a
global video
community
powered by
music. Whether
it's dance, free-
style or
performance,
creators are
encouraged to
let their
imagination run

: 24% 8-11 have a social media account

87% 12-15 have a social media account

Average number of ‘likes’ to make
a child feel happy -
52
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d

op Tr

< Account

Last Seen

Profile Photo

About Ve I
WhatsApp . WhatsApp
WhatsApp is an WhatsApp is an YouTube
instant Live Location None instant
messaging app, o T Ao e e Yo e oeana messaging app, YouTupe lets
which lets you which lets you Vel ey the
send instant Blocked g send instant videos and
messages I —— messages music you
q g 5 g love. Upload
images and PRT—. images and original
VIqeos to 1y n o e resis, you wor e aie 1 se0 v1<!eos to content, and
friends. s E— friends.

share it all
with friends,
family, and

the world.

Screen Lock

Require Face ID to unlock WhatsApp.

Snapchat

Snapchat lets
you send a
photo or short
video to your
friends. The
‘snap’ appears on
screen for a
matter of
seconds before
disappearing.

Instagram

Instagram is
a picture and
video sharing
app. Users can
post content
and use
hashtags to
share
experiences or
memories with
an online
community.

Houseparty

Agroup video
chat app. When
you and your
friends are in the
app at the same
time, you’ll see
each other
instantly. One

Discord

) Discord is the
Twitch only cross-
platform voice
Twitch is a live  ‘and text chat
video game app designed
website. You can  specifically for
watch playbacks ~ gamers. It is
of games being perfect for
played by other  chatting with
people. Youcan  team member
also live stream  and seeing who
your own games. is playing online

tap and you're in.

18
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Kik is an
instant
messaging app
which lets you
share
messages,
photos,
games and
news, or
organise
events.

Home Secretary - Sajid Javid has warned that he

‘will not be afraid to take action’ against tech giants

ore

Kik chat app ‘involved in 1,100 child
abuse cases’

if they do not help tackle child sexual abuse online...

19

Kil

I~

Kik is an
instant

which lets you
share
messages,
photos,
games and
news, or
organise
events.

messaging app |

YOLO

Send Safe

Message- Self
Destructing

Send Safe is a
free service,
which allows you
to send a
message or photo
via popular
apps, ..that
Disappears
after seen
once.

Omegle

Talk to
Strangers!
Omegle
connects you
randomly to
another person
who's on the
site, and lets
you talk to
them in a one-
to-one video
chat.

Secret
Calculator

Calculator hides
photos, contacts
and videos
behind a
calculator. If
you put in a
passcode it will
open up a
private area.
Able to browse
internet without
the history being
saved.

Technalogy

Yolo: Viral Snapchat app raises abuse

concerns

Yol .an app thatia

s ol

Became the most downloaded
iPhone app in the UK and US
just a week after its release

Previous anonymous online
Q&A services have been
blighted by abuse and bullying

The app works by letting
people post-a-graphic inviting
others to "send me anonymous

messages”, which is
superimposed over a photo

Advice for parents on Apps...

®

Use a strong
password

®

Use an alias and
avoid personal
pictures

®

Don'tinclude

date of birth and

other personal
information

®

Show your child
how to block
and report

......... ®

Change settings
to private

O]

Consider the
minimum age

Don't accept
friend requests
from strangers

®

Switch off
location services

6]

Tell them to
think before
they post

21
Using social networking sites,
it is so important that we use
privacy settings
to keep ourselves, and
our information, safe!
23
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Menu
Button

24

Private account

S

< Account privacy

©

Learn Mere




< Privacy and Safety

Allow Others to Find Me:

o

25

Personalization

Who Can Reactto Me.

Who Can Send Me Messages

Allow Dowrload

My BlockList
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ContactMe
View My Story

See My Location

Support
Privacy Policy
Torms of Servics

Other Legal

Claar Cache
Clear Conversations
Claar Sticker Saarches
Blockod

Log Out

Private Mode

Stevenaye

Ghest Mode




A National
Crime Agency

command

CEOP

www. thi nkuknow.co.?‘

Welcome to Thinkuknow

e from NCA-CEOP, a UK organisation which protects

Are you...

4-7?

Children’s
workforce?

11-13?

JESSIE & %
o FRIENDS

14+?

?REPORT
ABUSE

Advice... Help... Report

A National
Crime Agency
command

| www.ceop.police.uk |

| www. thinkuknow.co.uk |

Child Exploitation and Online Protection Command

REPORT
ABUSE

Reporting mechanism for CHILDREN...

32

Someone...
I don't know is
asking me to

Someone ...
online is putting
pressure on me

to do things | live-stream &
don't want to do things |
do don't want to
do
Someone...
online keeps Someone...
asking me to I met in an
meet them online game
face-to-face & | keeps trying to

feel pressured talk to me
by them EEEQERT privately

33

When should | report to CEOP?

Someone ... | shared a
online has asked nude image
me to send with someone
them nude online and
images they are
threatening
| did something
Someone...
. that | was
online was
embarrassed

talking to me
: about on webcam
about sex and it
& someone has

made me feel X
) _turned aggressive

uncomfortable
REPORT towards me
ABUSE

35

All rights reserved - Education Child
Protection LTD 2019

34

EDUCATING
CHILDREN




e Recommendations Recommendations
for schools are: for schools are:

Teaching online Creating a culture Teaching online

safety in school that i t safety in school

Guidance supporting schools to teach a Incorpora es Guidance supporting schools to teach Proactively engage

lh.eir_ pupils how u? sfay safe anline,_ the p ri nCi p les Of tl{eilt pupils how n? sfay safe online,.

within new and existing school subjects ) within new and existing school subjects Staff, pu pi IS an d
online safety across arents/carers

June 2019 a“ elements Of June 2019 p

school life

37 38

Inciting Fake
Streaming Content Profiles

39 40

Talking to a friend about Worried your friend has met

difficult issues someone dodgy online?

B au

Need to talk? Worried your friend shares Worried your friend shares.
pictures they shouldn't? to0 much on cam?

eutnocouis1a ol

Keeping ourselves safe... What do CEOP say..

Tell Take a Never || |Some things Always talk to

someone screen shot arrange to
5 of any nasty meet up m Someone yOU trUSt
if you're messages - and with internet f th .
pleing ||| || don't delete the someone |||/ laren’t real 1T sometning
[ i —_—— 5 : o
the internet ||| | rr;leas::gdeozzt::ﬁy:u YM m o serious h a p p ens
f Taking a screen il misleading on l] ne
(for example, | | | shot saves the
S ssnsos oy ||| | masty messages, so evenifthey ||| | Be aware of
emails) that you can show seem nice, or|| | 4he «Click Here
them to people you think you to Win’!
who can help you know them
41 42
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What do CEOP say...?

Never give out
your personal

information on
the internet

Advice for young people...

Be aware of what you Turn your Privacy settings up
share... to the highest level

personal information on your social networking
sites

Only post things that you

Remember advertising
you location is
dangerous

would be happy with your
family seeing

If something happens, tell someone -
Home / School / ChildLine / CEOP

43

Digital Resilience

Digital resilience refers to the
emotional resources needed to:

1.Understand ||| 2. Know what 3. Learn
when you are || to do to seek from
at risk online help I experience

ik Ll it it

RESILIENCE | RESILIENCE RESILIENCE

44

GROOMING

45 46
Child Exploitation Online Protection Centre (CEOP : The five stages
How do offenders engage youngsters?
- by using the sites that they use....
w Flattering a child
. into talking in a private
chatroom/game where
Often posing as they will be isolated
a child of the same age / gender. The child will often be
They will often purposefully present a very asked for a non-sexual
similar profile as the child. picture of themselves
They are skilled at manipulating them into
criminal sexual relationships
47 48
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Online grooming: The five stages

Gaining information

asking the child what problems
/needs they have to create the
illusion of being their

best friend and that they can help

They begin to fill the needs of the
child

Online grooming: The five stages

Asking the child about

the location of their
computer/tablet and who
else has access to it

in order to assess the risk of

being detected. The desire is to
create situations where

they are alone together

to help reinforce a
special connection

Online grooming: The five stages

Building up a sense of
mutual love and trust
with the child

suggesting that they can
discuss "anything”

Online grooming: The five stages

Engaging the child in
explicit conversations
& requesting sexually
explicit pictures from
them

At this stage the predator
will usually try to

arrange a meeting
with the child

BEE 0 o [ o e spen e | e v R

England =~ Regon

Kayleigh Haywood: How murdered
schoolgirl was groomed online

@ 14uy2018 | Lekeser

=

Kayleigh Haywood murder:

Judge warns young women

about danger of social media
20

315t October 2015
Luke Harlow ‘adds’ Kayleigh
Haywood on Facebook.
November 13th
she meets Luke Harlow at his
home.
November 15th
Kayleigh is declared missing by
her family
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12 January 2015 Last updated at 18:30

Breck Bednar murder: Lewis Daynes
sentenced to life in prison

The BEC's Daniel Boettcher reparts an how Lewis Daynes lured Breck
Bednar

Ateenager has been sentenced to life in prison for the murder of a

14-year-old boy he met through online gaming. Related Stories

54




What is
cyberbullying? fg

-/

..any form of bullying
that is carried out through the use of...

Gaming
Console

De;ktop Smartphone
Computer fe— B e or tablet

Cyberbullying terms

You’ll hear various different words used in the context of
cyberbullyin

Catfishi

attishing Cyberstalking

Exclusion Griefing
Flaming

Harassment

Roasting Trolling Doxing

56

Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying......

Cyberstalking

Using the Internet
to stalk or harass

Cyberbullying terms
You’ll hear various different words
used in the context of cyberbullying......

Catfishin
Pretending to be
someone you’re

not online.

57

58

Cyberbullying terms

You’ll hear various different words used in the context of

cyberbullying......
All these terms
refer to ... m

nasty

comments
online

Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying..

issing
speak
disrespectfully
to somebody

59
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Cyberbullying terms
You’ll hear various different words used in the context of

Flaming

making pointless
or hurtful messages

Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying..

Harassment
The act of bullying
somebody based on

their sexuality, race,
religion, size etc.

Cyberbullying terms
’ll hear various different words use
cyberbullying......

the context of

Trolling

Deliberate act of making
controversial comments
on an internet forum
with the intent to
provoke a reaction

Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying......

Roasting
Being ‘tactfully
mean’ or poking
fun at someone

Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullyin

Exclusion Griefing

Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullyin

Exclusion

Individuals are
systematically blocked
from games or gaming teams

All rights reserved - Education Child
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Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying......

Griefing

Purposefully ‘killing’ your
teammates in an online game

Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullyin

Disclosing a person’s
sexual orientation
or gender identity

Cyberbullying terms

Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying......

Doxing

Maliciously revealing
someone else’s
personal information

You’ll hear various different words used in the context of
cyberbullying......

Swatting

Is where someone finds

your home address

through your IP address and
then calls the police

69

Tips for
dealing with
Cyberbullying!

S-Start
T-Telling
0O-Other
P-People

Be aware of
what you
share

Save the
evidence

respond

Block /
the
bully !

Ll 4
i
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Being secretive about their online
activities spending more or less time

Being upset
afteg ufing than usual online
their phone or

laptop

Difficulty
sleeping

Lacking
confidence

Becoming
increasingly
withdrawn,

upset or
angry

Not wanting
to go to
school

Avoiding
social
situations

or self-
esteem

72



What should | do if my child '

is being bullied online? ™.
Stay calm Listen without judging
Praise them for talking to you

Tell them you can help Ask them not to reply

Block the bullies {eep the evidence

Report information

SEXTING

to your child's school. ,

73

When people talk aqu sexting, Why do children send inappropriate images / videos?
they usually mean sending & receiving...

There are many reasons why a young person may want to send a
naked/semi-naked picture,video or message to someone else...

\ =
A joining in \
because they thin B btcl:os.tmg
that ‘everyone is -
doing it” self-esteem

they may find it difficult
to say ‘no’ if somebody
asks them for an explicit
image, especially if the
person asking is persisten

D to get attention
and connect with
new people on

social media

75

76

Protection of Children Act 1978
Makes it an offence to take, make,
show, distribute, possess (with a
view to distribute) or publish an rimin TN
advertisement with an indecent 1988 part XI
photograph or pseudo-photograph of Makes TCanoffance e
a child under the age of 18. .
possess indecent
Y | distress images of children.
people
vulnerable to... Criminal Justice and Courts
Act 2015 Sexual Offences Act 2003
section 33 Lists sexual offences and their
Makes it an offence to definitions. If an image being
share private sexual shared is of a sexual act, police
photographs or films with must find out whether a sexual
the intent to cause offence has been committed
distress. and act accordingly.

Emotional

attention

77
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ngland | N.ireland  Scolland  Aba | Wales | Cymru

crime by police

© asepemberz20ts Uk B

A boy who sent a naked photograph of himself to a girl at school has had the
crime of making and distributing indecent images recorded against him by
police, the BBC has learnt.

The boy, aged 14, who w
on a police database for

Sexting boy's naked selfie recorded as

Police have only
recently started
filing crime
reports about
sexting...

If school choose
to take an
incident to the
police, then
officers must
record the crime.

Outcome 21

This is a police decision)

“Further investigation, resulting from the crime report
- which could provide evidence sufficient to

support formal action being taken against the suspect -
is not in the public interest.

Using this outcome code is likely to mean
the offence would not appear on a future
enhanced DBS check
as that disclosure is a risk-based decision.

79
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It's okay to say ‘no

’

Remember...
if a stranger or someone you don’t like
sends you a 'friend’ request
you don’t have to accept it

Advice to young people...

Once you send a
message you can't
control what
happens to it. Don't
let someone guilt or
pressure you into
sending it

If an indecent or
nude pic of you is
posted online, you
can contact the
website directly or
make a report
online to try and
get it removed.

If you've sent a
nude pic, have an
honest conversation
with the person you
sent it to. Ask them
to delete it

81

82

K

Whatwedo Becomeamember  News & Media 0

[ o
b v §

ding to yo epo

All rights reserved - Education Child

Protection LTD 2019

Find out how to deal with a sexting crisis

Support and advice of what to do next

Use ChildLine and IWF to remove images online

Call ChildLine or save the number to your phone

84



r [ Pornography Online ] "
i We have to accept how j
easily accessible pornography is...

g€ Chidrenare growingupin
an overtly sexualised world.

That includes easy access %
toponandtheyneedthe | [RANGRALATLs SR VLTI

skills to deal with it v' portrayal of sex in the
media

Children should be taught about...
v body image

SionHumphreys

NAHT pocy oviser

r [ Pornography Online ] R

How many children watch pornography illegally?

1in 10

65% aged

15 - 16 year olds primary school

children

3 Do

28% of
11-12 year olds

46% of

13 - 14 year olds

74% of 11 - 18 year olds said that
porn should be discussed in sex education

85

86

' Sex and the Media

The reason it's important to cover topics such as
pornography or sex in the media

is that virtually all students
will have seen ‘sexy imagery’

used within advertising & other media

|There is a real need to establish what effect it is having |

Body Image

It’s easy for young people...
to confuse the very specific messages
being conveyed by a lot of pornography
with the other messages they’re receiving
about sexuality from other media outlets

It is crucial that students get support
to develop their media literacy

so that they can understand that
sex in the media & pornography can construct an
unrealistic ‘normality’ of sexual expectations

87

Attitudes & Values

They also need to explore their own
attitudes & values relating to sexual ethics...

...and recognise that
pornography and sexualised media
may impact on these

89
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MAKING THINGS
SAFER
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OUR FAMILY
Initial advice for parents... O EIEENS SR E S

The .
i Fami Far

Use tools Set the
to help you | tone for Have a
reinforce your family
time spent child’s agreement
online internet / contract
use ASAP

—— 00000

Making things safer-.... Making things safer....

UK Chief Medical Officers’ advice for parents and carers on
Children and Young People’s screen and social media use

important,

800 , [Fisearch Settings X

Sharing sensibly e

& | [[| www.google.com/preferences

Go -gle

Search Settings
Safety when out and about
Search results SafeSearch filters
Languages Tumn on SafeSearch to filter sexually explicit content from your search results.
Location Filter explicit results.  Lock SafeSearch
Help

94

Making things safer on Apple ‘Family S g'... '

< Serean Time Jimmy Parker

Jimmy's ipad

Screen Time b

Turn on Screen Time
1..0n your Phone, iPad, or iPod touch, go o Settings > Screen Time.
2 TspTumOnSoren Tire
5 TapConince
& okt Thsis My [dvice o Thisis My Chids i)

Include Website Data

, a0, and webstes, any time you var
it your i devc, e ory Change Sreen Time Passcoce
device. After you set up your chid's
dei - p \
ER T om s —
Before your children can make a deice
purchase, they must ask your
permission.

95 96
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ngs safer on Google ‘Family Link’... . m

© samanthe H Keep them Safe
ntent
omd an Keep an eye On Designed to solve parents’ concerns
tn Q j,and cr their
() Blockinappropriate Content [5] control Games and Apps
Samantha's Newus 5 Set limits Our smart ilters block inappropriate content even in apps or block apps you
private browsing mode. on'ey ltogether
e
& Unlocked o Balance Screen Time 2 Monitor social Networks
Lock their device Easily limit your child's screen time across all their Monitor time spent on Facebook, Twiter, Instagram,
devices Whatsapp and more.
LOCK NOW
e % Monitor Calls & SMS. °) Location Tracking and Panic Alerts
View your child'scals and texts,read SMS messages, Track your childs lacation. In an emergency your child
and et a s of blocked contacts can send you Panic Alets
9PM-7AM ps

vy nues e ueyves,
EDTSCHEDULE

97 98

Helpful sites for Parents & Carers

Making things safer....

NSPCC NetAware!)) www.net-aware.org.uk .

A Home . Contact B3 Membership

social networks

your kids use
Stay up to date and keep your child
safe in today’s digital world

The experts in digital family life

Your guide to the @parent zZone

Membership

Digital
Parenting

Emal Address*

First Name

Parent Zone have very useful magazines
for parents - Digital Parenting -
can read whole catalogue on their website

Allows parents and carers to search for
apps, games and sites if they have a
concern or need more information

99 100

How to set parental controls

What do you need advice on?

Explore

Parent Zone and CEOP have joined
forces to create Parent Info

101 102
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l: s Select your protection level in each category to suit your family needs.

My fooet Privacy & online safety
The ga

Gaming consoles & other devices

Payment & bing

nges,

Socurty, osetn e famly,but cide
fye i s, oy

Contact preferences.

Forums proferences

Xoox 360 profie <
el

Content access.

Manage ovicos
‘See oher peope’s Xbox Live peofies (Xbox 30: Profile Eveoybody  Fricnds Block
Viewisg)

Decice to alow 0 biock seeng other | O O @
and rom an Xbox

A profie inciudes information adout & members|

istory and achiovements. It can also contain a

inapproprite.

103 104

Prof ; | Helpline for professionals working with

roressiona children and young people in the UK

Online with any online safety issues they may
face themselves or with children in

FREE Safety their care.

Help with He[p[ine We provide support with all aspects of
. 0NN 1 T A digital and online issues such as those
setting up which occur on
v’ social networking sites
parental % !
. cyber-bullying
controls, adjust Centre v sexting
i i www.saferintemet.org.uk v online gaming
privacy settlngs — v child protection online

or adVice on ”H“glpen'” I Il |II |H||‘|H|| " 11 DTN T R (T 1 I I

social networks Monday to | I ol= a

0808 800 5002 Friday helpline@saferinteme'aorg.uk

Talk to experts
from O2 & NSPCC

10am to
4pm

105 106

Last Bits of Advice:

Understand what children do online, and keep

yourself up to date with what the latest
websites / games are that children use.

The children | work with have agreed to tell me if they
are worried about something online - | know where
to get help if I’m concerned about children.

Remember Online Safety falls under Child Protection.
Any concerns turn to your Designated Safeguarding Lead

107
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